NHOOPMALNUOHHASA NAMATKA JUIAA OBYUYAIOIIUXCA
JJISA PASMEILEHUSA HA OPULIUAJIBHBIX UHTEPHET -
PECYPCAX

C KaXXIbIM IOAOM MOJIOACKN B MHTCPHCTC CTAHOBUTLCH 6OJ'IBH_I€, a IMKOJbHUKMU OOHH M3 CaMbIX AKTUBHBIX
nojb3oBateneii PyHera. Mexay Tem, MOMHMO OTPOMHOTO KOJMYECTBA BO3MOXHOCTEH, MHTEPHET HECET U
poOsIeMbl. DTa MaMsATKa JOJKHA TOMOYb TeOe Oe30IMacHO HAXOIUTHCS B CETH.

KomnbrorepHbie BUPYCHI

KomnbroTepHblii BUPYC - 3TO Pa3HOBUIHOCTh KOMIIBIOTEPHBIX IMPOrpaMM, OTJIMYUTEIBHOH OCOOEHHOCTHIO
KOTOPOH SIBJISIETCSl CIIOCOOHOCTh K pa3MHOXEHHIO. B jomosHeHune K 3ToMy, BUPYCHI MOTYT MOBPEIUTH WM
MOJTHOCTBIO YHUYTOXXKUTH Bce (Dailiibl U JaHHBIE, MMOJKOHTPOJIBHBIC MOJIB30BATENI0, OT UMEHH KOTOPOro Oblia
3allyllleHa 3apaK€HHas MpOorpaMMa, a TaKXKe MOBPEIUTh WM JaXKE YHUUYTOXKUTH ONEPALMOHHYIO CUCTEMY CO
BcemH (paiiimamu B 1iesioM. B OOJIBIIMHCTBE CIy4aeB pacipoCTPaHSIIOTCS BUPYCHI Yepe3 HHTEPHET.

MGTOI[I)I 3al0UTHI OT BPCAOHOCHBIX IMPOrpaMm:

1. Vicrionb3yil coBpeMeHHbIE ONepPaLlMOHHbIE CUCTEMbI, UMEIOIINE CEPbE3HBIN YPOBEHb 3aIIUTHI OT BPEAOHOCHBIX
IIPOrpaMM;

2. IlocTrosiHHO ycTaHaBiMBal nauTu (IUPPOBbIE 3aIJIATKHA, KOTOPbIE aBTOMAaTUYECKU YCTaHABJIUBAIOTCS C LENbIO
JI0pabOTKM TMpOrpaMMbl) M Jpyrue OOHOBIIEHUS CBOEH onepanMoOHHON cucTteMbl. CkauuBail MX TOJBKO C
ounmaneHoro caiita pazpadorunka OC. Ecnu cymecTByeT pexxuM aBTOMaTHIECKOTO OOHOBIICHHS, BKJIIOYH €T0;

3. Paborail Ha cBOEeM KOMIIbIOTEpE IO/ INpaBaMM I10JIb30BaTeNs, a HE aJMUHHUCTpAaTopa. JTO HE IMO3BOJUT
OOJIBIIMHCTBY BPEIOHOCHBIX MTPOrPaMM WHCTAJUIMPOBATHCS HA TBOEM IEPCOHAIIEHOM KOMIIBIOTEPE;

4. Ucnonp3yil aHTUBHUPYCHBIC MPOTPaMMHBIE MPOAYKTHI W3BECTHBIX IMPOU3BOIUTENCH, C aBTOMATHYECKUM
OOHOBIIEHHEM 0a3;

5. Orpanuub PU3NYECKUHN JOCTYN K KOMIBIOTEPY JIJIsl TOCTOPOHHUX JIULL;

6. Mcronb3yii BHEIIHME HOCUTENN UH(OPMALIUY, TaKue Kak (Iernika, AMCK WK (ailyl U3 HHTEPHETa, TOJIbKO U3
IIPOBEPEHHBIX HCTOYHHKOB;

7. He oTKpbIBaii KOMIIBIOTEPHBIE (halIIbI, TOTyUYCHHBIE U3 HEHAICKHBIX UCTOUYHUKOB. Jaxke Te (aitsibl, KOTOpbIe
MpHCIan TBOM 3HAKOMBIi. Jlydille yTo4HU y HEro, OTIPaBJIsUI JIH OH Te0e HX.

Cern WI-FI

Wi-Fi - aT0 He BHJ mepenauu AaHHBIX, HE TEXHOJIOTHS, a BCero Jumb Openna, mapka. Eme B 1991 romy
HUJIEpJIaHcKas KoMmaHus 3apeructpuponaia openn "WECA", uto obo3Hauano cioBocoueranue "Wireless
Fidelity", koTopsrii nepeBoanTCS Kak "GecIpoBOHAS TOYHOCTH .

Jlo Hammero BpeMeHH Joluia Jpyras aOOpeBwarypa, KOTopas SIBISETCS TaKOM jKe€ TeXHOJOTHel. ITo
abopesuatypa "Wi-Fi". Takoe Ha3BaHue OBLIO JaHO ¢ HAMEKOM Ha CTAaHAAPT BBICIICH 3ByKOBO# Texuuku Hi-Fi,
YTO B MEPEBOJIE O3HAYAET "BBICOKAsE TOYHOCTH'.

Jla, OGecrimaTHBIN HHTEPHET-I0CTYI B Kade, OTEIAX U adpONopTaxX SBIBSIETCS OTIUNIHON BO3MOKHOCTHIO BBIXO/1a B
uHTepHEeT. HO MHOTHE 3KCTIepThI CUUTAIOT, uTo obmienoctynHbie Wi-Fi cetn He SBIsSOTCS 0€30MacHBIMU.

Cogersl 10 Oe30macHOCTH paboThl B 00mienocTymHbIx cetsix Wi-fi:

1. He mepenasaii cBoro auunyro nHpopmaiuio uyepes odmenocrymnubie Wi-Fi cern. Paboras B HuX, jkeaaTeabHO



HC BBOAUTH MMApPOJIM JOCTYIIA, JIOTUHBI U KAKUC-TO HOMCPA,

2. Vcnonb3yii 1 OOHOBJISI aHTUBUPYCHBIE TIPOrpaMMbl U OpaHaMayep. Tem caMbiM ThI 00€30macuIb cedsl OT
3aKa4KH BUpPYyca Ha TBOE YCTPOMCTBO;

3. IIpu ucnonezoBanuu Wi-Fi otkiaroun pysakuuio "O0mmii goctym K ¢aiinam u npuntepam”. JlanHas GyHKIus
3aKpBITa 10 YMOJYaHUIO, OHAKO HEKOTOPHIC MOJIB30BATEIH aKTUBHPYIOT €€ Ul yI0OCTBa MCIIOJIB30BAHUS B
pabote unu yueode;

4. He ucnionp3yii myosmunbiii WI-FI s mepenaun IMYHBIX JaHHBIX, HAIPUMED JJIS BBIX0J1a B COIIMAJIbHBIC CETH
WJIH B 3JICKTPOHHYIO MOUTY;

5. Wcnionb3yi# TonbKO 3amuienHoe coeaunenue uepes HTTPS, a ue HTTP, T.e. mpu Habope BeO-aapeca BBOIU
umenno "https://*;

6. B moouisHOM Tenedone orkimoun ¢yHkuuto "Tloaxmouenne k Wi-Fi aBromaruduecku". He momyckait
ABTOMATHYECKOT'0 MOIKIIOUCHHs yCcTpoicTBa K cetsim Wi-Fi 6e3 TBoero coryacus.

CoununajabHbIe ceTH
OCHOBHI:IG COBCTHI 110 6630HaCHOCTI/I B COOHUAJIBHBIX CCTAX:
1. Orpanuys ciucok Apy3ei. Y Te0s B IpYy3bsiX HE JOJDKHO ObITh CIyYailHBIX M HE3HAKOMBIX JIFOJIEH;

2. 3amumiaii CBOIO YacTHYIO *u3Hb. He yka3biBail mapoinu, TenedoHsl, aapeca, 1aTy TBOETO POKIACHHUS U APYTYIO
JUYHYI0 UHPOPMAIUIO. 3JI0YMBIIUICHHUKH MOTYT HCIOJIb30BaTh JaKe MH(YOPMAIMIO O TOM, KaK Thl M TBOH
POIUTENH TJIAHUPYETE TPOBECTU KaHUKYIIbI;

3. 3ammiail cBOIO pemyTaluio - JIepKU €€ B YMCTOTE U 3ajaBail cebe BONpPOC: XOTeln Obl Thl, YTOOBI ApYyrue
MOJIb30BATEIM BUACIH, YTO ThI 3arpyxkaemb? [logymaii, mpexae 4eMm 4YTo-TO OIyONMKOBaTh, HAaNHMCaTh U
3arpys3uThb;

4. Ecnu Tl TOBOPHIIIB C JIFOJIBMH, KOTOPBIX HE 3HACIIb, HE UCIIOJIB3YH CBOE peabHOE UMS U JIPYTYIO JTUYHYIO
nH(OPMALIUU: UMSI, MECTO JKUTEIHCTBA, MECTO Y4eObl U IPOYEE;

5. N3berait pazmenienust ¢pororpaduit B IHTepHETE, e Thl M300pa)kKeH Ha MECTHOCTH, MO KOTOPOH MOKHO
ONPEJIETUTh TBOE MECTOIOJIOKEHHUE;

6. IIpu peructpanuu B COUAIBLHONW CETH HEOOXOIMMO UCIOIb30BaTh CI0KHBIE MAPOJIH, COCTOSAIINE U3 OYKB U
uu@p U ¢ KOJIMYECTBOM 3HAKOB HE MEHee §;

7. Z[J'IH COIIMAILHOM CCTHU, ITOYTHI U APYTUX CaliToOB HCO6XOI[I/IMO HCIIOJIb30BATh PA3HBIC ITApPOJIN. Torna ecnu TeOst
B3JIOMAIOT, TO 3JIOYMBIIIJICHHUKH ITOJIYYaT JOCTYII TOJIBKO K OJHOMY MECTY, a HC BO BCC Cpasy.

JJIEKTPOHHBbIE TeHbI'H

DJEeKTPOHHBIE JAEHBIH - 3TO OYEHb YAOOHBINH CIOCOO IMaTeXel, OJHAKO CYUIECTBYIOT MOILIEHHUKH, KOTOpbIE
XOTAT NOJYYUTh 3TH JEHBTU.

BHCKTpOHHBIC ACHBI'M MOSIBUJINCh COBCEM HEAABHO U UMCHHO HM3-3a 9TOI'0 BO MHOT'UX IrOCyaapCTBax A0 CUX IIOP
HC MPOMNHCAaHO IIPO HUX B 3aKOHAX.

B Poccun e oHu GyHKITMOHUPYIOT U O HUX YK€ TIPOMUCAHO B 3aKOHE, TJI€ UX Pa3JIeNsIFOT Ha HECKOJIBKO BUIOB -
AHOHUMHBIC 1 HC AaHOHHUMHBIC. Paanua B TOM, 4YTO aHOHUMHBIC - 3TO TC, B KOTOpBIX paspemaeTCﬂ HpOBO)II/ITI)
orepary 06e3 WACHTHU(PHUKAIMU TOJIb30BaTeNsl, & B HEAHOHUMHBIX UACHTU(UKAIHS TOJIB30BATENS SBISETCS
00s3aTEILHOMN.

Taxoke cienyer pa3nuyaTh 3JEKTPOHHBIE (hUATHBIE IEHBIU (PaBHBI TOCYJAPCTBEHHBIM BAJIIOTaM) U 3JIEKTPOHHbIE



HedHuaTHbIE JCHBIH (HE paBHBI TOCYIaPCTBEHHBIM BAIIOTaM).
OcHOBHBIE COBETHI 110 0€30I1aCHOM paboTe € IECKTPOHHBIMU JJEHbIraMHU:

1. I[IpuBsoku K cyeTy MOOWIIBHBIN TeIePOH. DTO caMblii YIOOHBIM U OBICTPBIA CITOCOO BOCCTAHOBUTH JOCTYH K
cuety. [IpuBsi3aHHbII TenedoH MOMOXKET, eciiu 3a0yaellb CBOM IUIATEKHBIA Mapoib WM 3alJiellb HA CalT
HE3HAKOMOT'O YCTPOMCTBA;

2. Wcnone3yit omHopaszoBbie maposid. [locie mepexoia Ha yCWIICHHYIO aBTOpPH3ALUIO TeOe yxke He OynaeT
YrpoXKaTh OMACHOCTh KPAXKH WIIH NIEpeXBaTa MIATeKHOTO apoJis;

3. BeiGepu ciioxHbIi maposb. [IpectynmHukam OyaeT He MPOCTO yraaaTh CJI0KHBIN Mmapoiib. HanexxHbie maponu -
3TO MapOJIH, KOTOPbIE COAEPKAT HE MEHEee 8 3HAKOB M BKIIIOYAIOT B €051 CTPOYHBIEC U MPOMTUCHBIE OYKBBI, LU PHI
Y HECKOJIBKO CIMBOJIOB, TaKH€ KaK 3HaK Joiuiapa, pyHTa, BOCKIUIATEIbHbIN 3HaK U T.11. Hampumep, $tRONQ!;;

4. He BBOAM CBOM JINYHBIE JAHHBIE HA CaliTaX, KOTOPBIM HE JI0BEPSIELLb.

DJIeKTPOHHASA MOYTA

DNEeKTpOHHasi IMOoYTa - 3TO TEXHOJOTUMS M NPENOCTaBISEMbIE €I YCIYyTd MO MNEPECBUIKE U TMOJYYECHUIO
AIEKTPOHHBIX COOOIICHUH, KOTOPBIE PACTIPEACTISIOTCS B KOMITBIOTEpHOU ceTH. OOBIYHO AICKTPOHHBIN MTOYTOBBII
SIIUK BBITJISIUT CIAEAYIOIUM 00pa3oM: UMs_TOJIb30BaTeIsi(@uMs_oMeHa. Takke KpoMme repeiayu mpocToro
TEKCTa, UMEETCS BO3MOXKHOCTD TIepe1aBaTh (aiibl.

OcHoBHbIE COBETHI 110 0e301acHoi paboTe ¢ INMEKTPOHHON OYTOM:

1. Hago BeIOpaTh mpaBUiIbHBINA MTOYTOBBINA CepBUC. B HHTEpHETE €CTh OrPOMHBIN BBIOOpP OECIIATHBIX MOYTOBBIX
CEpBUCOB, OJJHAKO JIy4lll€ IOBEPSTh TEM, KOTO 3HACIIb U KTO IE€PBBI B peHTHHTE;

2. He yka3biBaii B TMUHOM 1ouTte uyHyto nHdopmanuto. Hanmpumep, myurie BeIOpaTh "My3bIKaibHbIN _(paHat@)"
wim "pok2013" BmecTo "Temal3";

3. Vcnonb3y# IBYXATAIHYIO aBTOPU3AIMIO. DTO KOTJa TOMUMO TapoJisi HY>)KHO BBOJIUTH KO/, TPUCHIIIAEMBIH 110
SMS;

4. BoiGepu cioxHbIN Napodib. I KaKI0T0 MOYTOBOTO SIIMKA JOHKEH ObITh CBOM HAJEKHBIM, YCTOMUMBBINA K
B3JIOMY [1apOJib;

5. Ecitu ecTh BO3MOXKHOCThH HAIlMCaTh caMOMYy CBOM JIMYHBIMN BOIIpOC, HCHOHLSYﬁ 9TY BO3MOXKHOCTD,

6. Vcnonb3yil HECKOJIBKO MOYTOBBIX SIIMKOB. [IepBbIil /Uil 4acTHOM MEpenucku ¢ aapecaTaMH, KOTOPBIM Thl
J0Bepsielllb. DTO IEKTPOHHBIN a/ipec He HaJJ0 UCTOIb30BaTh MPU PETUCTPALIMK Ha popyMax U caifTax;

7. He oTkpeiBaii (hailnbl M Apyrue BIOKEHHs B MHCbMax, JJa)ke €CJIM OHM NMPHUIUIM OT TBOUX Jpy3el. Jlyure
YTOYHH Y HUX, OTIIPABIISUIN JIM OHU TeOe 3TU (aiibl;

8. [Tocne oxoHuaHuUsi pabOTHI HA TIOYTOBOM CEPBUCE TEepe]] 3aKPHITHEM BKIAJIKH C CAUTOM He 3a0yb Ha)XKaTh Ha
"Beriatu".

KuoepOyJIMHT WJIM BUPTYaJbHOE U3/1€BATEJIbLCTBO

KubepOynnuar - mpecnegoBaHue COOOIICHUSIMH, COACPXKAITUMU OCKOPOJICHHS, arpeccuio, 3alyrHBaHHUE;
XYJIUTaHCTBO; COIUANBHOE OOMKOTHPOBAHHUE C MTOMOIIBIO PA3TMYHBIX HHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI 0 60PbOE ¢ KNOEPOYIITMHIOM:

1. He Gpocaiics B 0oit. Jlyummii crmoco6: MOCOBETOBAThCS Kak ceOsi BECTH M, €CJIM HET TOTO, K KOMY MOXKHO
06pa.TI/ITI>CSI, TO BHA4YaJIC YCIIOKOUTBCA. Ecnu Te1 HauHEb OTBEYATh OCKOp6HeHI/I$IMI/I Ha OCKOp6HCHI/I$I, TO TOJIBKO



erre OOJbIIe Pa30XkIKeIIb KOH(IUKT;
2. YrpaBnsii cBoel KuOeppenyTaimei;
3. AHOHUMHOCTb B ceTH MHUMas. CyIIECTBYIOT CIIOCOOBI BBIICHUTD, KTO CTOUT 32 aHOHUMHBIM aKKayHTOM;

4. He cTouT BecTH XYJNHMraHCKHH oOpa3 BUPTyalbHOW XH3HH. VIHTepHET (pUKCHpYyeT BCe TBOM JACUCTBHS U
COXpaHseT ux. Y JalnuTh UX OyJeT KpaiiHe 3aTpyAHUTENbHO;

5. Cobmrosiaid CBOKO BUPTYAIbHYIO Y€CTh CMOJIONY;

6. Urnopupyit enuHuuHblii HeraTuB. OAHOpPa30BbIe OCKOPOUTENbHBIE COOOIICHHUS JIydlle HTHOPUPOBATb.
OOBbIuHO arpeccus NpeKpaaeTcs Ha Ha4aabHON CTaIuM;

7. ban arpeccopa. B mporpammax oOMeHa MIHOBEHHBIMH COOOIIEHUSIMH, B COLMAJIBHBIX CETAX €CTb
BO3MOXKHOCTb OJIOKUPOBKH OTIIPaBKU COOOIIECHUH C ONpE/IeIeHHbIX aJIPECOB;

8. Ecan T CBHICTCIIb KI/I6ep6YJ'IJ'H/IHFa. TBou HeﬁCTBHHZ BBICTYIIUTH ITPOTHUB IIPECICA0OBATCIA, [IOKA3aTh EMY, YTO
€ro I[efICTBHﬂ OIICHUBAIOTCA HETAaTUBHO, IMOAACPIKATHL KCPTBY, KOTOpOﬁ HY)XHa IICUXOJOrn4dccCkKkas mnmomMouib,
COO6H_[I/ITB B3pPOCJIBIM O (I)aKTe arp€CCUBHOIO IMOBCACHUA B CCTH.

MoOuabHbIN TeJ1eQOH

CoBpemeHHbBIE cMapTHOHBI U TUTAHIIETHI COJIEPKAT B ceO€ BIIOJIHE B3POCIIBIN (YHKIIMOHAN, U TETIEPh OHH MOTYT
KOHKYPHUPOBATh CO CTAllMOHAPHBIMH KOMITbIOTepamMu. OJHAKO, CPEJICTB 3aLIUTHI AJIs OJOOHBIX YCTPOUCTB MOKA
O4YEHb Maylo. TeCcTUpOBaHKHE U MOUCK YSI3BUMOCTEM B HUX MPOUCXOAUT HE TAK MHTEHCUBHO, Kak s 11K, To xe
caMo€ KacaeTcs U MOOWIIBHBIX TIPHIIOKCHHUH.

CoBpemeHHblE MOOMIIbHBIE Opay3epbl YK€ MPaKTUYECKH JOTHAIU HACTOJbHBIE aHAJIOIH, OJHAKO pacIlUpeHHe
(byHKLMOHAA BIIeUeT 3a cO00 OOJIBIYIO CI0KHOCTh U MEHBIIYIO 3alUIIEHHOCTD.

Jlaneko He BCe MPOU3BOAUTENH BHIMYCKAIOT OOHOBJICHHS, 3aKPHIBAIOIINE KPUTHUECKHUE YSI3BUMOCTH JJIsi CBOUX
YCTPOMCTB.

OCHOBHBIC COBETBI JIIS 0e30IMacHOCTH MOOUIBLHOTO TCJ'IG(I)OHaI

Huuero He siBsieTcs MMO-HACTOAIIEMY OeCILIaTHBIM. By,HL OCTOPOIKECH, BSJIb KOT'la Tebe npeajararoT OcCIIaTHBIN
KOHTCHT, B HCM MOT'YT OBITH CKPBITBI KAKUC-TO INIATHBIC YCIIYTH;

Hymaii, npexze ueM otnpaButbh SMS, ¢poto unu Buaeo. Thl TOUHO 3Haelb, Iie OHU OYAYT B KOHEUHOM uTore?
Heo6x011Mo0 00HOBIISATH ONEPAIIMIOHHYIO CUCTEMY TBOETO CMapT(OHa;
Hcnonb3yit aHTUBUPYCHBIE IPOTPaMMBbI 1J11 MOOUJIBHBIX TeNe()OHOB;

He 3arpyxail npuioXeHHs OT HEW3BECTHOTO WCTOYHHKA, BEIb OHH MOTYT COJEPXKaTh BPEIOHOCHOE
porpaMMHoOe oOecrieueHue;

[Tocne Toro kak Thl BBIMJEIID C CaiiTa, I'7ie BBOAWI JUYHYIO HHPOPMAIIHIO, 3aii11 B HACTPOHUKH Opay3epa U yaaau
cookies;

Ileproanuecku npoBepsiii, KaKUE IUIATHBIE YCIYTH aKTUBUPOBAaHbI HA TBOEM HOMEDE;
JlaBaii cBOif HOMep MOOMIIBHOTO TenedoHa TOIBKO JIFOIM, KOTOPBIX Thl 3HA€Illb U KOMY JI0BEpSEIllb;

Bluetooth nosken ObITH BBIKIIFOUCH, KOT/Ia ThI UM HE TIOJIb3Yellbes. He 3a0biBaii MHOT 1A TIPOBEPSITH ITO.

Online urpsl

COBpeMeHHBIe OHHafIH-HFpBI - 9TO KpaCOYHBIC, 3aXBAaThIBAIOIIUC PAa3BJICUCHUA, 06T>GIH/IH$IIOH_[I/IC COTHH TbICAY



YeJIOBEK 10 BceMy MHpPY. IrpoKu HCCIeayIoT JaHHBIA UM MHp, OOLIIAIOTCS APYT C APYTOM, BBITIOJIHSIOT 3aaHus,
CpakaroTCs C MOHCTPAaMH M TIOJy4alOT ONBIT. 32 yJOBOJBCTBHUE OHM IUIATAT: MOKYMAIOT JHCK, OIUIAYMBAIOT
a0OHEMEHT WJIM NMPHOOPETAIOT KaKUe-TO OIIIUH.

Bce atu cpeactsa uayT Ha nojiiep kaHue U pa3BUTHE UTPHI, a TAK)KE HA caMy 0€30I1aCHOCTb: COBEPILIEHCTBYIOTCS
CHCTEMBbl ABTOPHU3AIMH, BBITYCKAIOTCS HOBBIC MaTud (IM(POBBIC 3aIUIATKU A HPOTpaMM), 3aKPHIBAIOTCS
YSI3BUMOCTH CEPBEPOB.

B HO,I[O6HBIX HUIrpax CTOUT OITaCaThbCA HE CTOJIBKO CBOUX COIIEPHUKOB, CKOJIBKO KpaXu TBOCTO I1apO0JIsd, Ha KOTOPOM
OCHOBaHa CUCTCMaA aBTOpHU3allun OOJIBIIIMHCTBA urp.

OcHOBHbIE COBETHI 110 0€30MaCHOCTH TBOETO UTPOBOT'0 aKKayHTa:
1. Ecnu apyroit urpok Benet ce0s MI0X0 WK CO3JaeT Tebe HENMPUATHOCTH, 3a0JIOKUPYH €ro B CIIMCKE UTPOKOB;

2. Tloxany¥ics aiIMUHUCTPATOPAM UTPHI HA MIJI0OXOE MOBEICHHUE 3TOTO UTPOKA, KEIATSIbHO MPUIOKUTH KaKHUE-TO
JI0Ka3aTeNIbCTBA B BUJIE CKPUHOB;

3. He yka3siBaii mTuuHyro nHGopMaiuio B mpodaiiie urpsel;
4. YBaxail Ipyrux y4acTHUKOB IO UTPE;

5. He ycranaBnuBaii Heo(uIMaIbHBIC TTATYH ¥ MOJIBI;

6. Vcnonb3yi CIOXKHBIE U pa3HbIe MAPOJIH;

7. [[axce BO BpEMs UI'PbI HE CTOUT OTKJIIOYATh aHTUBUPYC. IToka ThI urpaciib, TBOH KOMIIBIOTEP MOT'YT 3apa3uThb.

OUIIMHT WIN Kpaka JUIHBbIX JAaHHBbIX

OObIYHON Kpaxkeil J1eHer W JIOKYMEHTOB CErofHs y>K€ HUKOrO HE€ YJIWBHIIb, HO C Pa3BUTHEM HHTEPHET-
TEXHOJIOTHH 3JI0YMBINIJIEHHUKHU TIEPEMECTUIINCh B MHTEPHET, U TIPOJIOJDKAIOT 3aHUMATHCA "MIOOMMBIM" EIIOM.

Tak mosiBMIIACh HOBasi yrpo3a: MHTEPHET-MOIICHHHYECTBA WM (DUIIMHT, TJIaBHAs IeJIb KOTOPOTO COCTOUT B
HOJTyYSHUH KOH(PHICHIMATBHBIX JaHHBIX MOJIb30BaTElNeH - TOTMHOB 1 napoieil. Ha anrnuiickom sizeike phishing
yurtaercs kak ¢ummHr (ot fishing - peidHas oBs, password - mapois).

OcHOBHBIE COBETHI 10 O0PHOE ¢ PUIIUHTOM:

1. Cnenu 3a cBouM akkayHTOM. Eciu Thl mojo03peBaelib, 4TO TBOS aHKETa ObLIa B3JIOMaHa, TO HEOOXOIMMO
3a0JIOKUPOBATH €€ U COOOIINUTh aJIMUHUCTPATOPAM pecypca 00 3TOM KaK MOXKHO CKOpEEe;

2. HCHOHB3Yﬁ Oe3omacHbIe Be6-caI7[TLI, B TOM YHUCJIC, HHTCPHET-MAra3nHOB U ITIOMCKOBLIX CUCTEM;

3. Ucnonb3yii crokHbIe U pa3Hbie mapoiu. Takum 006pa3zom, ecii Te0s B3IIOMAIOT, TO 3TI0YMBIIUICHHUKH TOTy4YaT
JIOCTYII TOJIBKO K OJTHOMY TBOEMY MPOQUITIO B CETH, a HE KO BCEM;

4. Ecnu 1e0s B311OMalii, TO HEOOXOIUMO MPENyNpeInTh BCEX CBOUX 3HAKOMBIX, KOTOpPhIE 100aBIEeHbI y TeOs B
Ipy3bsiX, O TOM, 4TO TeOs B3JIOMajd U, BO3MOYKHO, OT TBOEr0 MMEHH OYAET pacchlIaThCS CIaM U CChUIKU Ha
(UIIMHTOBBIE CANTHI;

5. Ycranosu HazexHbli naposs (PIN) Ha MOOMIBHBIN TenedoH;
6. OTKJIIOYM COXpaHEHHUE Maposis B Opaysepe;

7. He otkpeiBaii (haiinbl M Apyrue BIOKEHHs B MHCbMax, JJaXkKe €CIM OHM NMPHUIUIM OT TBOUX Jpy3ei. Jlyure
YTOYHH Y HUX, OTIIPABJISUIN JIU OHU TeOe 3TU (ailiibl.

Hudposas penyrauust



[Mudposas penyranus - 5TO HEraTUBHAs WM NMO3UTHBHAs MHQOpMalus B cetu o Tede. Kommpomerupyromas
uHpOpMaIH, pa3MeIIeHHAs B HHTEPHETE, MOXKET CEPbe3HBIM 00pa3oM OTPa3UTHCS Ha TBOCH peabHOM JKU3HH.
"Lludposas pemyranus" - 3T0 TBOM UMUK, KOTOPBINA (hopMupyeTcst u3 HH(popMaIuu o Tede B UHTEPHETE.

TBoe MmecTo KUTCJIBCTBA, y‘le6bl, TBOC (bl/IHaHCOBOC ITOJIOXKCHHUC, 0COOEHHOCTH XapaKTepa u pacCKa3bl O OMU3KHUX
- BCC 3TO HAKaIlJINBAcTCs B CCTH.

MHorue nNoAPOCTKHU JISTKOMBICTIEHHO OTHOCATCS K IMyOIMKauy TMYHOM nHpopmanuu B THTepHETE, HE MOHUMAas
BO3MOXKHBIX TTOCIENCTBHN. ThI ake HE CMOXKEIb JOrafaThCsi O TOM, 4To (ororpadus, pa3mMenieHHas 5 Jer
Ha3a/1, CTajia MPUYMHON OTKa3a IPUHATH TeOs Ha paboTy.

Kommenrapuu, pasmemienue TBoux ¢gotorpaduii u npyrue 1eiCTBUS MOTYT HE HCUE3HYTh JJayKe MOCIe TOT0, KaK
THI MX yJaJluIlb. Thl HE 3HaElIb, KTO COXPAaHHWJ 3Ty MH(POPMALHUIO, MONala U OHA B IOMCKOBBIE CUCTEMBI U
COXpaHWJIACh JIM OHA, & TJIABHOE: YTO MOJYyMAIOT O TeOe OKpY’KaloIIue JIOIU, KOTOphIe HAlAYT M YBHIAT 3TO.
Haiitu uHpOpMannio MHOTO JIET CITyCTs CMOXKET JII000# - Kak U3 10OpbIX MOOYXKIEHUH, TaK U ¢ HAMEPEHUEM
NPUYHUHHUTE BpeA. DTO MOXKET OBITh KTO YrO/IHO.

OCHOBHBIE COBETHI 110 3aIIUTE HU(POBON PEIyTALINH:
1. IToxymaii, mpexe yeMm 4yTo-To MyOJUKOBaTh U MepeaaBarh y ceOsi B 6JI0T€ UK B COIMAIBLHOM CETH;

2. B HacTpoiikax npouias ycTaHOBU OTPaHHUYEHUS HA POCMOTP TBOETO MPOMUIIS U €ro CONCPKUMOTO, CAeai
€ro TOJIbKO "1u1s ipy3ei”;

3. He pasmemaii 1 He yKa3pIiBait HHPOPMAIUIO, KOTOPAsi MOXKET KOT0-TH00 OCKOPOJISATE WM 00MKATh.

ABTOpPCKOE MPaBo

CoBpeMeHHbIe NIKOJIBHUKH - aKTUBHBIE 110JIb30BaTeNN HU(POBOTO pocTpaHcTBa. OJHAKO a]IeKOo HE BCE 3HAIOT,
YTO TOJIb30BAHWE MHOTUMH BO3MOXKHOCTSIMM LH(ppoBoro Mupa TpedyeT coOmoAeHHus IMpaB Ha
MHTEJUIEKTYaJIbHYIO0 COOCTBEHHOCTb.

Tepmun "uHTEIEKTyalqbHass COOCTBEHHOCTH" OTHOCHTCS K PAa3JMYHBIM TBOPEHHUSM YEJIOBEYECKOTO yMma,
HAYMHASI C HOBBIX M300pPETeHUH U 3HAKOB, 0003HAYAIOIIUX COOCTBEHHOCTh HAa MPOAYKTHI U YCIYTH, U 3aKaHYUBAs
KHUTaMH, GororpadusimMu, KUHOGUIEMAaMU U MY3bIKAJIbHBIMU TTPOU3BEICHUSIMH.

ABTOpCKHE IIpaBa - 3TO IpaBa Ha MHTEJJIEKTyaJIbHYI0 COOCTBEHHOCTh Ha NMPOU3BEICHUS HAYKH, TUTEPATyphl U
HCKYCCTBAa. ABTOPCKHE MTPaBa BBICTYMAIOT B KAUECTBE F'APAHTUH TOT0, YTO HHTEIUIEKTYaIbHBINH/TBOPUECKUH TPYA
aBTOpa He OyZET HAallpacHbIM, 1aCT EMy CIPaBEAJIUBbIE BO3MOXKHOCTH 3apadoTaTh HA pe3yabTaTax CBOEro TPy/a,
MOJYYUTh H3BECTHOCTh M mNpu3HaHue. Hukto 06e3 paspemieHus aBTOpa HE MOXKET BOCIPOU3BOIMTH €ro
MIPOM3BEICHUE, PACIIPOCTPAHATD, TyOIMYHO IEMOHCTPUPOBATH, IPOJaBaTh, UMIIOPTUPOBATh, IyCKaTh B IPOKAT,
yOJINYHO MCTIONHATH, TOKa3bIBaTh/UCIIONHATE B 3(upe nim pa3meniats B lHTEepHeTE.

Hcnonp3oBanue "muparckoro' mporpaMMHOTO OOecredeHHs] MOKET MPUBECTH K MHOTHUM PHCKaM: OT MOTEpU
JAHHBIX K TBOMM aKKayHTaM JI0 OJIOKMPOBKHU TBOETO YCTPOICTBA, Iie yCTAaHOBJICHA HelleranbHas nporpamMma. He
CTOUT TaK)Xe 3a0bIBaTh, UTO CYIIECTBYIOT JIErajibHbIE U OECIUIaTHBIE MPOrPAMMBbI, KOTOPHIE MOKHO HalTH B CETH.

O nopraJe

CeteBu4oK.p( - TBOM ITaBHBIN COBETYUK B CETH. 3/1€Ch ThI MOKEIIh Y3HATH O 0€30MaCHOCTH B CETH TTOHITHBIM U
JOCTYITHBIM SI3bIKOM, a TIPH BOSHUKHOBEHUH KPUTUYECKON CUTYAIlUU OOPATUTHCS 32 COBETOM. A TaKXkKe MPUHSATh
y4acTHe B KOHKYPCaxX U CTaTh CaMbIM ITU(DPOBBIM TpaxIaHUHOM!



