NHOOPMAIMOHHASA NAMATKA JUIA OB YUYAIOIIIUXCA
AJA PASMEILEHUSA HA OPULIUAJIBHBIX UHTEPHET-
PECYPCAX

C KaXXIbIM I'OJOM MOJIOACKHU B MHTCPHCTC CTAHOBUTLCA 60.]1]:]]_[6, a MIKOJIBHUKU OJHU U3 CaMbIX aKTHUBHBIX
noJjip3oBateneii Pynera. Mexay TeM, IOMHUMO OPOMHOIO KOJMYECTBA BO3MOKHOCTEH, HHTEPHET HECEeT W
poOsIeMbl. DTa MaMsATKa JOJKHA TOMOYb TeOe Oe30IMacHO HaAXOIUTHCS B CETH.

KoMmnbrorepHbie BUPYCHI

KomnbroTepHblit BUPYC - 3TO pa3HOBHIHOCTH KOMIBIOTEPHBIX MPOTPaMM, OTIMYUTEIBHON 0COOEHHOCTHIO
KOTOPOH SIBJII€TCSI CHOCOOHOCTh K Pa3MHOXKEHUIO. B J10MosIHEHNe K 3TOMY, BUPYChl MOT'YT MOBPEIUTh WIH
MOJTHOCTBIO YHUUTOXKHUTH BCe (DailiIbl U JaHHBIE, TOJJKOHTPOJIBHBIE MTOJIB30BATENI0, OT IMEHU KOTOPOro Oblia
3allyllleHa 3apaKCHHasl IpOrpamMma, a TakKe MOBPEIUTh WIH J1aXKe YHUUYTOKUTH ONEPALMOHHYIO CUCTEMY CO
BcemH (paiiimamu B 1iesioM. B OOJBIIMHCTBE CIydaeB pacipoOCTPaHSIIOTCS BUPYCHI Yepe3 HHTEPHET.

MGTOI[I)I 3al0UTHI OT BPCAOHOCHBIX IMPOrpaMm:

1. Hcnonb3yli COBpPEMEHHBIE OIEPALlMOHHBIE CUCTEMBI, MMEIOLIUE CEPbE3HBIM YPOBEHb 3aIMUTHI OT
BPEIOHOCHBIX IIPOIPAMM;

2. IlocTosiHHO ycTaHaBnuBail madtu (UUGPOBBIC 3aIUIATKH, KOTOPHIE aBTOMAaTHYECKH YCTAHABIHMBAIOTCS C
LENTbIO I0pabOTKH MPOrPaMMBbI) U Ipyrue OOHOBIIEHUS CBOEH OINepaliMoHHOM cucTeMbl. CKauuBail UX TOJIBKO
¢ opunmanbHOTO caiita pazpadorunka OC. Eciu cymiecTByeT pexkiuM aBTOMATHIECKOTO OOHOBJICHHS, BKITIOUH
ero;

3. PaGorail Ha cBOeM KOMIbIOTEpE IO MPaBaMH IOJIb30BATENSA, a HE aMUHUCTPATOPA. JTO HE MO3BOJIUT
OOJIBIIMHCTBY BPEIOHOCHBIX ITPOrpaMM HHCTAJUIMPOBATHCS HA TBOEM IEPCOHAIEHOM KOMIIBIOTEPE;

4. Vcnonb3yil aHTUBHPYCHBIE MPOTPAMMHBIE MPOAYKTHI M3BECTHBIX MPOU3BOAUTENECH, C aBTOMATHYECKUM
00OHOBJIEHHEM 0a3;

5. Orpannyb pu3HUECKH JOCTYN K KOMITBIOTEPY [Tl TOCTOPOHHUX JIMIL;

6. Micnonp3yii BHEIIHUME HOCUTENU MH(POPMALIUK, TaKue KakK (IIelika, JUCK WU (a1 u3 HHTepHeTa, TOJIbKO
13 NIPOBEPEHHBIX HCTOYHUKOB;

7. He oTkpbIBail KoMmblOTEpHBbIE (hailiIbl, MONTYYEHHbIE U3 HEHAJEKHBIX HCTOYHMUKOB. [lake Te (aiinsbl,
KOTOpBIE MpHCIIai TBOM 3HAaKOMBIN. Jlydllle yTOUHU y HEro, OTIPABIISI JIU OH T€0E HX.

Ceru WI-FI

Wi-Fi - 310 He BHJ Mepeaud JaHHBIX, HE TEXHOJIOTHSA, a BCEro JIUIIb OpeHa, mMapka. Eme B 1991 roay
HUJIEpIaHACKas KoMmnaHus 3apeructpupoBana opena "WECA", uyto o6o3Hauano cioBocoueranue "Wireless
Fidelity", koTopblii mepeBoanUTCS Kak "OeCIIpOBOHAS TOYHOCTH'".

Jlo Hamiero BpeMeHH Jomnia Apyras abOpeBwarypa, KOTOpas SBISETCS TaKOW e TEXHOJOrHed. ITo
ab0pesuatypa "Wi-Fi". Takoe Ha3BaHUE OBLIO IAHO C HAMEKOM Ha CTaHJIApT BBICIICH 3ByKOBO# TexHuku Hi-
Fi, uTo B mepeBo/ie 03HaYaeT "BhICOKAs TOYHOCTH".

Jla, OecrulaTHBI HMHTEPHET-IOCTYN B Kade, OTEeNsAX M a’dponopTax SBISETCS OTIMYHOUW BO3MOXKHOCTBIO
BBIXOZIa B MHTepHEeT. HO MHOTrHMe SKCHepThl CUMTarT, uTo oOmenoctynHbie Wi-Fi cetn He SBISIOTCS
0€30IaCHBIMU.

Cogerbl 110 Oe30macHOCTH paboThl B 00mienocTymHbix cersix Wi-fi:

1. He mepenmaBaii cBoro auuHyto HHpOpManuio uepe3 obmenoctymusie Wi-Fi cetn. Paboras B HuX,
JKCJIATCJIbHO HC BBOJAUTH MAPOJIA JOCTYIIA4, JIOTUHBI 1 KAKHUC-TO HOMCPA,



2. Ucnionb3yit 1 0OHOBISH aHTHUBHPYCHBIE TIPOTpaMMBbI 1 Opanamayep. Tem caMbIM Tl 00€30MacHIlb ce0s OT
3aKa4yKH BUPYyca Ha TBOE YCTPOMCTBO;

3. Ilpu ucnonw3oBanuu Wi-Fi otkiaroun ¢ynknuro "OOmumi goctyn k Qainam u npuntepam". JlanHas
GYHKIMS 3aKpbITa [0 YMOJIYaHHIO, OJHAKO HEKOTOPHIE IOJIB30BATEIM AKTUBUPYIOT €€ s yao0cTBa
MCIIOJIb30BaHUs B paboTe WiH yueoe;

4. He ucnone3yit nyommunsiit WI-F| i nepenaun mMuHbIX TaHHBIX, HAPUMED VIS BBIXO/IA B COIIMAJIbHbIC
CETU WIU B 3JIEKTPOHHYIO [10UTY;

5. Ucnonp3yii Tonbko 3ammiieHHoe coequHenne uyepes HTTPS, a ue HTTP, T.e. mpu HaGope BeG-ampeca
BBOAM uMeHHO "https://™;

6. B mo6unsaoM Tenedone otkmoun (yakiuio "Tloakmouenne k Wi-Fi aBromatruecku". He momyckait
ABTOMATHYECKOTO MOJKIFUeHHs yCcTporcTBa K cetsiM Wi-Fi 6e3 TBoero cornacus.

ConuajanHble ceTu

COIII/IaJII)HI)IG CCTU aKTUBHO BXOJAT B HAIly )XU3Hb, MHOTHC JIFOJAU pa60Ta}0T " )KMBYT TaM IIOCTOSIHHO, a B
Facebook YiKe 3apeTUCTpUPOBAH MUIIJIUAPA YCIIOBCK, YTO SABJISACTCA O,HHOﬁ C@I[BMOI‘/'I BCEX JKUTEJCH IJIaHETHI.
MHorue nonab30BaTelIM HE IIOHUMAKT, 4TO PIH(i)OpMaHI/If{, pasMClICHHAaA UMHU B COINMAJIBHBIX CCTAX, MOXKCT
OBITE HafmeHa " HUCIIOJIb30BAHA KEM YIrOHO, B TOM YHUCJIC HEC 00s13aTeNIbHO ¢ OJaruMu HaMCPCHUAMMU.

OcHOBHbIE COBETHI 10 0€30MaCHOCTH B COLMAIBHBIX CETAX:
1. Orpanuys criucok Apy3ei. Y Te0s B Ipy3bsiX HE JOJDKHO ObITh CIy4YailHBbIX U HE3HAKOMBIX JIFOJIEH;

2. 3amumiaii cBOIO YacTHYIO Ku3Hb. He ykaswiBaii mapousu, TenedoHbl, agpeca, 1aTy TBOETO POXKICHHS H
APYTYI0 JUYHYI0 HH(OPMAIHIO. 3II0YMBIIUIEHHUKH MOT'YT UCIIOJb30BaTh Jake MHPOPMALIMIO O TOM, KaK Thl
Y TBOU POIUTEINH IITTAHUPYETE IIPOBECTU KAHUKYJIBL,

3. 3amuinai cBOIO penyTaluio - JepXKH ee B YMCTOTEe U 3a/aBail cebe BOompoc: XOTen Obl Thl, YTOOBI APYyTHe
M0JIb30BATEIN BHJIENH, YTO ThI 3arpyxkaems? [logymaii, mpexjae yeM 4To-TO ONyOJMKOBaTh, HAMKUCATh U
3arpy3uTh;

4. Eciiv ThI TOBOPHILB C JIIOJbMH, KOTOPBIX HE 3HACIIb, HE UCIIOJIb3YH CBOE PEAIBHOE UMsI U APYTYIO JIMYHYIO
nH(pOpMaLIUU: UMS, MECTO JKUTEIBCTBA, MECTO Y4€Obl U IPOYEE;

5. U30eraii pazmemienus ¢pororpaduit B IHTepHeTe, e Thl H300pakeH Ha MECTHOCTH, IO KOTOPOH MOXKHO
OIIPEAEIUTh TBOE MECTOIIOJIOKEHHUE;

6. IIpu peructpaiuu B COlManbHON CETH HEOOXOIMMO UCIIOIB30BaTh CI0KHbBIE MApOJIH, COCTOSIIINE U3 OYKB
U IM(]p 1 ¢ KOJTMYECTBOM 3HAKOB HE MEHee §;

7. J1nst conmanbHOM CeTH, TIOYTHI U IPYTUX CAaWTOB HEOOXOIUMO MCIIOJIB30BaTh Pa3HbIe Mapoyid. Torma ecinu
Te0s B3IOMAIOT, TO 3JIOYMBIIIJICHHUKH TOTy4YaT JOCTYH TOJIBKO K OJJHOMY MECTY, a He BO BCE cpa3y.

JJIeKTPOHHBbIE TeHbI'H

BHCKTpOHHBIC JCHBI'K - 3TO OYCHb yI[OGHBIﬁ CIIoco0 HJ'IaTe)Keﬁ, OOHAKO CYHMCCTBYIOT MOIICHHUKH, KOTOPLIC
XOTAT MMOJIYYUTH OTU ACHBI'U.

SHGKTPOHHBIG JCHBI'M MMOABUIINCh COBCEM HCIABHO M MMCHHO M3-3a 3TOT'O BO MHOTHX IOCydapCTBax J0 CUX
IOp HC MPOIMHUCAHO PO HUX B 3aKOHAX.

B Poccum ke oHU (YHKIMOHHPYIOT M O HUX YXKe MPOIHUCAHO B 3aKOHE, TJIe WX PA3JICIAIOT HAa HECKOJIBKO
BUJIOB - AHOHUMHBIC M HE aHOHHMMHBIE. Pa3HuIla B TOM, YTO aHOHUMHBIE - 3TO T€, B KOTOPBIX pa3peniactcs
MIPOBOIMTH OTEpaIuu 0e3 HACHTH()HUKAIIUH ITOJIH30BATENIs, @ B HCAHOHUMHBIX MICHTU(UKAIINS TTOJIb30BaTEIIS
SIBIIIETCS 00SI3aTEILHOM.

Taxke crnemyer pa3nnyarh 3JIEKTPOHHBbIE (UAaTHBIE IEHBIW (PaBHBI TOCYAAPCTBEHHBIM BaJIOTaM) H



ANIEKTPOHHBIC HEUATHBIC ICHBIU (HE PaBHBI TOCYJAPCTBEHHBIM BAIIOTAM).
OcHoBHbIE COBETHI 110 0€30MacHOM paboTe C INEKTPOHHBIMU JeHbIaMU:

1. IlpuBsiku K cueTy MOOMIIBHBIN TeaedOH. DTO CaMblil yIOOHBIM M OBICTPBIM CIIOCOO BOCCTAHOBUTH JTOCTYII
K cuety. [IpuBsizanHbIi TeneOH MOMOXKET, €U 3a0y/IelIb CBOW IJIATEKHBIN apoJib WM 3aiIelIh Ha CAUT
C HE3HAKOMOT'0 YCTPOUCTBA;

2. Ucnonw3yit omHOpaszoBbie mapoinu. [lociie mepexona Ha yCHICHHYIO aBTOpH3alHio TeOe yxe He Oynmer
YIpOKaTh OMACHOCTh KPaXXH WIIM TiepexBaTa IJIaTeKHOTO MapoJis;

3. BreiOepu cioxHbIi mapodib. [IpectymHukam OynmeT HE MPOCTO Yraaarh CJIOXKHBIM maposib. HanexHbie
MIapOJIM - ATO MAPOJIU, KOTOPBIE COJAEPKAT HE MEHEE & 3HAKOB U BKJIIOYAIOT B CE0sl CTPOUHBIE U ITPONUCHBIE
OykBbI, LIU(PBI U HECKOIBKO CUMBOJIOB, TAaKME KaK 3HaK JoJuiapa, (GyHTa, BOCKIMIATENbHBIN 3HAK U T.IL
Hampumep, $tRONg!;;

4. He BBOJIM CBOU JIMYHBIC JAHHBIC HAa CaﬁTaX, KOTOPBIM HE NOBCPSCUIb.

DJIEKTPOHHAA M0YTA

DneKTpOHHAas MOoYTa - ATO TEXHOJIOTHMSI U IPENOCTABISEMBbIE €10 YCIYI'M I0 MEPEChUIKE U MOIYyYEHHIO
ANEKTPOHHBIX COOOIICHUN, KOTOPbIE PACHpPENENSIIOTCS B KOMIBIOTEpHOH ceTh. OOBIYHO 3JIEKTPOHHBIH
MOYTOBBIA SIIUK BBITISAUT CISAYIONIMM 00pa3oM: WM IOJB30BATEISI(@UMS JIOMEHA. Takke Kpome
nepeayu MPoCTOro TEKCTa, UMEETCsl BO3MOXKHOCTD IepeiaBaTh (haiibl.

OcHOBHBIE COBETHI IO 0€30MacHON padoTe € ANEKTPOHHON TOUTOM:

1. Hamo BBIOpaTh TpaBUIIBHBIA MOYTOBBIA CepBUC. B HMHTEpHETE €cTh OTrpOMHBIA BBIOOp OECIUIaTHBIX
IIOYTOBBIX CEPBUCOB, OJHAKO JIyYIlle JOBEPATH TEM, KOT'O 3HACIIb U KTO NIEPBBIN B PEUTHHTE;

2. He yka3pBaii B JMYHOM mouTe JMYHYO HHopmanuio. Hanpumep, nyume BbeIOpath
"My3bIKadbHbIN (haHaT@" uimu "pok2013" BMecTo "Temal3";

3. Vcnosp3yit IBYX3TAHYIO0 aBTOPHU3AIIKI0. DTO KOTAa TOMUMO MapoJisi HY)KHO BBOJIUTH KOJI, IPUCHLIACMBbIi
o SMS;

4. BriOepu crnoKHBIHM mapoiib. [l KaKI0ro MOYTOBOTO SIIMKA JOKEH OBITh CBOM HAJAEKHBIN, YCTOWYUBBIMA
K B3JIOMY I1apOJIb;

5. Ecnm ecTh BO3MOXKHOCTh HaNMCaTh CAMOMY CBOM JIMYHBIN BOIIPOC, UCIIOJIB3YH 3TY BO3MOXKHOCTB;

6. Mcnionb3yit HECKOJIBKO MOYTOBBIX SIIUKOB. [IepBbIil A1 4acTHON MEpEenuCcKH C apecaTaMu, KOTOPbIM ThI
JI0Bepsiellb. DTO 3JIEKTPOHHBIN aJipec He HaJl0 UCIOIb30BaTh PU PETUCTPALlUU Ha (popyMax U calTax;

7. He oTkphbIBaii ¢ailsibl U Jpyrue BIOKEHUS B MUCbMAaX, J1a)Ke €CJIM OHU MPUILIM OT TBOUX Apy3eil. Jlydme
YTOUHU Y HUX, OTIPABIISUIN JIX OHU TeOe 3TH (hailibl,

8. Ilocne okoHuYaHMs pabOTHI Ha MOYTOBOM CEpPBUCE MEPE]] 3aKPHITHEM BKJIAJIKM C CAlTOM He 3a0y/b HaXKaTh
Ha "BeriT".

KuOepOyiiuHr wiin BUPTyaJbHOE U31€BATEIbCTBO

KI/I6ep6yHHI/IHF - [pecicaoBaHnue COOGIJ_IGHI/IHMI/I, COJACpKaIITuMU OCKOp6HeHHH, arpeCCuro, 3allyruBaHUC;
XYJIUTaHCTBO, COIUAJIBHOC 60ﬁKOTHpOBaHHe C MOMOMIBIO PA3JIMYHBIX UHTCPHCT-CCPBUCOB.

OcHoBHbIE COBETHI 110 00pbOE ¢ KNOEPOYIIIUHIOM:

1. He Opocaiics B 60ii. Jlyummmii crioco6: mocoBeTOBaThCs Kak ceOsi BECTH U, €CJIM HET TOr0, K KOMY MOXHO
00paTUThCS, TO BHaYalle YCIIOKOUTHCS. Ecim Thl HayHENIh OTBEYATh OCKOPOJICHUSMHU Ha OCKOPOJICHHS, TO
TOJIBKO e11le 0OJIbIle Pa30KKelTb KOHDIIHUKT;

2. Yrpagisii cBoel KubeppenyTaimei;



3. AHOHUMHOCTb B CETH MHHMAs. CYH_IGCTBYIOT CIIOCOOBI BBISICHUTDB, KTO CTOUT 3@ AHOHUMHBIM dKKayYHTOM;

4. He cTouT BeCTH XYJIUTAHCKUNA 00pa3 BUPTyaJbHOU XWU3HHU. MIHTEpHET PUKCUpYyeT BCE TBOM ICHCTBUS H
COXpaHseT uxX. Y 1anuTh uX OyeT KpailHe 3aTpyAHUTENBHO;

5. Coburoiaii CBOIO BUPTYAIBHYIO Y€CTh CMOJIONY;

6. Urnopupyii enunuuHblii HeratuB. OIHOpPA30BbIE OCKOPOUTEIbHBIE COOOIIECHHUS Ty4llle UTHOPUPOBATD.
OOBIYHO arpeccusi MpeKpaIIaeTcss Ha HAYaIbHON CTaIuu;

7. ban arpeccopa. B mporpamMmMax oOMeHa MTIHOBEHHBIMH COOOILIEHUSIMH, B COLIMAIBHBIX CETSIX €CTh
BO3MO>XHOCThH OJIOKUPOBKH OTIPABKH COOOIICHHI € ONpeAeICHHBIX a/IpECOB;

8. Ecnu 161 cBUaeTEnb KOepOyumHra. TBOM eiCTBHS: BBICTYNIUTH MPOTUB MPECIIEA0BATENS, T0OKA3aTh EMY,
YTO €ro JCWUCTBHSA OLEHUBAIOTCA HETaTUBHO, MOJACPXKATh >KEPTBY, KOTOPOH HYXKHA IICHUXOJIOTMYECKas
MIOMOIIlb, COOOIIUTH B3POCIIBIM O (DaKTe arpecCUBHOTO MOBEJCHUS B CETH.

MoOuabHbIN TeJ1edOH

CoBpemenHble cMapT(HOHBI U MIIAHIIETHI COJEPKaT B ceOe BIOJIHE B3POCIHbIN (YHKIIMOHAT, U TEEeph OHU
MOTYT KOHKYpPHUPOBaTh CO CTAaI[MOHAPHBIMU KoMIbloTepamMu. OJHAKO, CPEACTB 3alUTHI JJIsi MOJOOHBIX
YCTPOMCTB MOKa O4€Hb Majo. TecTupoBaHUE U IOUCK YS3BUMOCTEN B HUX MPOUCXOJUT HE TaK UHTEHCUBHO,
kak st [1K, To ke camoe Kacaercs 1 MOOMIIbHBIX TIPUIIOKECHHI.

CoBpeMeHHbIe MOOWITbHBIE Opay3epbl yXKe IPaKTUYECKU JJOTHAIN HACTOJIBHBIE aHAJIOTH, OJJHAKO PAaCIIUpEHHE
(byHKIIMOHATA BIIEUET 32 cOO0M OOJBIIYIO CIOKHOCTh U MEHBIIYIO 3alIUIEHHOCTD.

,}IEUIGKO HC BCC IMPOU3BOAWTCIIM BBIITYCKAIOT 06HOBJIGHI/I$I, 3aKPBIBAIOIIUEC KPUTHYCCKUC YA3BUMOCTU IJIA
CBOHX YCTpOﬁCTB.

OcCHOBHBIE COBETHI JJ1s1 0€30MMaCHOCTH MOOMIIBHOTO TenedoHa:

Huuero He sBnsercss mo-Hacrosimemy OecriaTHBIM. Bynb ocTopokeH, Benb Korjga TeOe mpesiaraioT
OecrIaTHBI KOHTEHT, B HEM MOT'YT ObITh CKPBITHI KaKHe-TO TUIaTHBIE YCIYTH;

Hymaii, mpexxae uem otnpaButb SMS, ¢oto mmu Buzaeo. Thl TOUHO 3HACTIB, T/I€ OHU OYAYT B KOHEUHOM UTOTE?
Heo6xo1uMo 0OHOBIISTE OMEPAIMOHHYIO CUCTEMY TBOETO CMapT(OHa;
Hcnonb3yit aHTUBUPYCHBIE TPOrPaMMBbI /1151 MOOUIIBHBIX TeNIe(OHOB,;

He 3arpyxail nmpuioXXeHHs OT HEU3BECTHOI'O HCTOYHHKA, BElIb OHM MOTYT COJEpXkKaTh BPEIOHOCHOE
IIPOrpaMMHOE 00eCTIeYeHUE;

ITocne Toro kak Thl BBIHACLIL C caliTa, i€ BBOAWI JIMYHYIO HH(OpMAIHIO, 3aiii1 B HACTPOUKM Opay3epa u
ynamu Cookies;

[Iepnonnuecku npoBepsii, KaKue IUIaTHbIE YCIIYTH AKTUBUPOBAHBI HA TBOEM HOMEPE;
JlaBaii cBOif HOMEp MOOMIIBHOTO Tese(OHa TOIBKO JIOIIM, KOTOPBIX ThI 3HACIIb U KOMY JIOBEpSEIlb;

Bluetooth nosken ObITH BBIKIIFOUCH, KOT/IA ThI UM HE TIOJIb3Yelbes. He 3a0biBaii MHOT 1A IIPOBEPSITH ITO.

Online urpsor

CoBpeMeHHbIE OHJIAWH-UTPHI - 3TO KPACOUYHBIE, 3aXBATHIBAIOIINE Pa3BICUCHIS], 00BEAMHSIIONINE COTHHU THICSY
4eNoBeK Mo BceMy Mupy. Wrpoku uccinenyroT AaHHbBI UM MuUp, oOLIAtOTCS IPYr C APYrOM, BBIMOJHSIOT
3aJlaHusl, CPAXKAIOTCS C MOHCTPaAaMHU M TOJTY4alOT OMBIT. 3a YAOBOJIBCTBHE OHH IUIATAT: MOKYIMAKOT JHUCK,
OTUTAYMBAIOT AOOHEMEHT WJIU IPHOOPETAIOT KaKHUe-TO OMIIUH.

Bce »TH cpeacTtBa uAyT Ha TOJJEpKAaHHME M Pa3BUTHE WUIPhl, a TakkKe Ha caMy O€30HacHOCTb:
COBEPLICHCTBYIOTCSI CHUCTEMbl aBTOPU3ALIMH, BBIIYCKAIOTCS HOBble NaTuu (UMQPOBBIE 3amiaTku JUis
IIPOrpaMM), 3aKpbIBAIOTCSI YSI3BUMOCTH CEPBEPOB.



B mogo0HBIX UTpax CTOUT OmacaTthbCs HE CTOJNIBKO CBOUX COMEPHUKOB, CKOJIBKO KPa)KH TBOETO MapoJis, Ha
KOTOPOM OCHOBaHa CUCTEMa aBTOPHU3AI[UU OOJIBIIMHCTBA UTP.

OCHOBHBIE COBETHI 10 0€30I1ACHOCTH TBOETO HUI'pOBOI'0 aKKayHTa:

1. Ecnu apyroii urpok BeneT ceOsi IIOXO WM CO3AaeT TeOe HENPHSATHOCTH, 3a0JIOKUPYH €ro B CIIMCKE
UTPOKOB;

2. [Moxanyiicst aIMUHUCTPATOPAM UTPbI HA TII0XO0€ MOBEACHUE 3TOTO UTPOKA, KEIATEIbHO MPUIIOKUTD KaKUe-
TO JI0Ka3aTeIbCTBA B BUJI€ CKPUHOB;

3. He yka3siBaii inunyro nHpopmaiuio B mpodaiisie urpsl;
4. YBaxail Ipyrux y4acTHUKOB IO UIPE;

5. He ycranaBnuBaii Heo(uIIMaIbHBIC TTATYH ¥ MOJBL;

6. Mcnonb3yi CoXKHBIE U pa3HbIE MAPOJIH;

7. Jlaxxe BO BpeMs UTPbI HE CTOMT OTKJIIOYaTh aHTUBUpYC. [loka ThI WMrpaeiib, TBOW KOMIIBIOTED MOTYT
3apa3uTh.

OUIIHHT WIH Kpaika JUIHBIX JaHHbIX

OObIuHOM Kpaskel JIeHer M JOKYMEHTOB CETOTHS Y)K€ HHUKOTO HE YIWBHIIb, HO C Pa3BUTHEM HHTEPHET-
TEXHOJIOTUH 3J0yMBIIUIEHHUKN IEPEMECTUINCh B MHTEPHET, U MPOJOJKAIOT 3aHMMAThCS "THOOMMBIM"
JEJIOM.

Tak mosiBuIack HOBasi yrpo3a: HHTEPHET-MOIICHHUYECTBA WM (DUIIMHT, TJIaBHAS E]Ib KOTOPOTO COCTOUT B
HOJy4CHUH KOH(MUICHIMATIBHBIX JaHHBIX I0JIb30BATENEHl - JIOTMHOB U mapoieil. Ha aHrimiickom s3bike
phishing uurtaercs kak durmnr (ot fishing - peiOHas noBIs, password - maposb).

OcHOBHBIE COBETHI 10 O0PbOE ¢ PUIIUHTOM:

1. Cnenu 3a cBOMM akkayHTOM. Eciu Tl moi03peBaeliib, 4TO TBOSI aHKeTa Oblia B3JIOMaHa, TO He0OXO0IMMO
3a0JIOKUPOBATH €€ U COOOINUTh aJIMUHUCTPATOPAM pecypca 00 3TOM KaK MOXKHO CKOpEEe;

2. HCHOHB3Yﬁ Oe3oImacHbIe Be6-caI7[TLI, B TOM YHUCJIC, HHTCPHET-MAra3nHOB U ITIOMCKOBLIX CUCTCM;

3. HCHOJ’IB3y1>i CJIOKHBIC U PA3HBIC IIAPOJIHA. Taxkum o6pa30M, eciau Teds B3JIOMArOT, TO 3JIOYMBIIIIJICHHUKHU
moJrydaT J0CTYI TOJIBKO K OTHOMY TBOEMY HpO(i)I/IJ'IIO B C€TH, a HC KO BCCM,

4. Ecnu Te0s1 B31OMaiM, TO HE0OXO0AUMO MPeyNpeuTh BCEX CBOUX 3HAKOMBIX, KOTOpPbIE J0OaBJIEHBI y TEOs
B JIPY3bSX, O TOM, YTO T€OsI B3JIOMAJIU U, BO3MOXHO, OT TBOETO UMEHU Oy/I€T pacchulaThCs CIIaM U CChUJIKU Ha
(UIINHTOBBIE CANTHI;

5. Ycranosu HazexHbIi naposis (PIN) Ha MOOMIBHBIN TenedoH;
6. OTKJIIOYM COXpaHEHHUE Maposis B Opaysepe;

7. He oTkphbIBaii ¢ailsibl U Jpyrue BIOKEHUS B MUChbMAaX, J1a)Ke €CJI OHU MPUILIM OT TBOUX Apy3eil. Jlydme
YTOUHU Y HUX, OTIPABIISUTN JIU OHU TeOe ITH (ailiibl.

Hu¢posas penyrauus

[Mudposas penyranus - 3T0 HEraTUBHAs MJIM MO3UTHBHAA HHpoOpManus B cetu o Tebe. Komnpomerupyromas
nH(popMalys, pa3MelleHHas B UHTEPHETE, MOXET Cepbe3HbIM 00pa3oM OTpPa3UThCs Ha TBOEH peasbHOM
xu3Hu. "LudpoBas pemyrauus" - 370 TBOH MMMJIK, KOTOpBIH (opmupyercs u3 mHpopmanuu o tede B
UHTEpHETE.

TBoe MecTo KUTENbCTBA, yueObl, TBOC (PHHAHCOBOE IMOJOXKEHHE, OCOOCHHOCTH XapaKTepa U PacCKasbl O
OJIM3KUX - BCE 3TO HAKAIIMBAETCS B CETH.



MHorue MnoApOCTKU JIETKOMBICICHHO OTHOCSTCSA K MyOJMKaluu JIMYHON mHpopmauuu B VHTepHeTe, HE
IIOHMMAasi BO3MOJKHBIX HociencTBUM. Thl gake He CMOXeEIIb J0rajatbCsi O TOM, 4TO QoTorpadus,
pasMeleHHas 5 JeT Ha3a/, cTaja MPUYUHON OTKa3a MPUHATH TeOs Ha paboTy.

KommeHTapuu, pazMenienue TBoux Gotorpaduii u Apyrue IeiHCTBUS MOTYT HE UCUE3HYTh JaXKe MOCIIe TOTO,
KaK ThI UX YAQJIUIIb. ThI HE 3HACIIB, KTO COXPAHIII 3TY HH(POPMAIIHIO, ITOTaJIa JIX OHA B TIOMCKOBBIE CUCTEMBI
Y COXpaHMJIACh JIM OHA, a TJIABHOE: YTO MOAYMAIOT O TeOE OKPYKAIOIIUE JIFOAH, KOTOPhIe HAWIYT U YBUIST
sT0. Haiith mHpOpMaMIO MHOTO JIET CIYCTS CMOXET JIF00OH - Kak W3 JOOpBIX MOOYKIEHUH, TaKk M C
HaMEpPEHHEM NPUYHHUTH BPEA. ITO MOXKET OBITh KTO YTOJHO.

OCHOBHBIE COBETHI 110 3aIIUTE HU(POBON PEIyTALINH:
1. [Tomymaii, mpesx/ie 4eM 4To-To MyOIMKOBATh U MepeiaBaTh y ce0s B OJ0re WK B COIIMATILHOU CETH;

2. B Hacrpoiikax mpodwuisi YCTAaHOBU OTPAaHWYEHUS HA MPOCMOTP TBOETO MPOPWISI U €ro COIACPIKUMOTO,
caenai ero Toabko "s apy3en'’;

3. He pa3memaii 1 He yka3pIiBail HHPOPMAITUIO, KOTOPAsi MOXKET KOT'0-THO0 OCKOPOJISATE WM 00MKATh.

ABTOpCKOE MpaBo

CoBpeMeHHbIE IIKOJIBHUKM - aKTMBHBIE I0Jb30BaTeNU LHU(poBOro mpocrpancrsa. OpHAKO JaleKo He BCe
3HAIOT, YTO IOJIb30BAaHHE MHOTHMMH BO3MOXKHOCTSIMH IH(pPOBOro mupa Tpedyer coONIoIeHus mpaB Ha
MHTEJUIEKTYaJIbHYIO0 COOCTBEHHOCTb.

TepMuHn "uHTeIEKTyanbHasi COOCTBEHHOCTh' OTHOCUTCS K Pa3JIMYHBIM TBOPEHHUSM YEIOBEYECKOIO yMma,
HauMHas C HOBBIX M300pETEeHMH M 3HAKOB, 0003HAYAIOUIMX COOCTBEHHOCTh HA NMPOIAYKTHI U YCIYTH, U
3aKaH4YMBAasi KHUTaMH, GoTorpadusiMu, KHHOPHIEMAaMH U MY3bIKQJIbHBIMU TIPOU3BEICHUSIMH.

ABTOpCKHE MpaBa - 3TO IPaBa Ha UHTEIIEKTYaJIbHYI0 COOCTBEHHOCTh Ha IIPOM3BEICHUS HAYKH, JINTEPATYPbI
U UCKYCCTBa. ABTOPCKHE IpaBa BHICTYIAIOT B KaY€CTBE rapaHTHH TOTO, YTO MHTEJIEKTYalbHbII/TBOPUECKHIA
TPyA aBTOpa He Oy[eT HalpacHbIM, JacT €My CIPaBEUIMBbIE BO3MOXKHOCTH 3apadoTaTh Ha pe3yJbTaTax
CBOErO TpPYZAa, IOJYYUTh HU3BECTHOCTb M TNpu3HaHWe. Hukrto 06e3 pasperieHuss aBTopa HE MOXKET
BOCIIPOM3BOJUTh €ro IMPOU3BEJACHHE, PACIPOCTPaHsITh, NyOIMYHO JEMOHCTPUPOBaTh, NPOAABATH,
UMIIOPTUPOBATH, MyCKaTh B MPOKAT, MyOJINYHO HCTIOJIHATh, TOKA3bIBATH/UCIIONHATE B 3(pUpe WK pasmMenaTh
B MHTEpHETE.

Hcnonb3oBaHue "mUpaTcKoro” nporpaMMHOIo 00ecredeHns MOXKeT IPUBECTH K MHOTUM PUCKaM: OT MOTepH
JAaHHBIX K TBOMM aKKayHTaM /10 OJJOKUPOBKH TBOETO YCTPOMCTBA, I/I€ YCTAaHOBJIEHA HeJlerajibHas porpamma.
He crout Taxxe 3a0bIBaTh, YTO CYILECTBYIOT JIETaJIbHbIE U O€CTIJIaTHBIE TPOTPaMMbI, KOTOPbIE MO>KHO HaWTH
B CETH.

O nmopraJie

CeteBu4oK.p( - TBOM TJIaBHBIN COBETYHK B CETU. 37IECH Thl MOXKEIIIb Y3HAThH O O€30MTaCHOCTH B CETU MOHSITHBIM
U JOCTYIHBIM SI3BIKOM, a MPU BOHUKHOBEHUU KPUTHYECKOW CHUTYaIlMM OOpPATUTHCSA 3a COBETOM. A Takke
MIPUHATH Y9aCTHE B KOHKYPCAX U CTaTh CaMbIM ITU(POBBIM IPaskIaHUHOM !



